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Abstract

Until now, the evolution of cyber security has been largely driven by market demand and
has developed in the absence of forma governance. However, in the post-9/11 world and
with an increase in cyber attacks, government’s role in cyber security has become a mgor
policy issue. This paper contends that economic principles have been excluded from the
debate about who should provide cyber security. This paper seeks to fill this gagp. We
postulate that an andlysis of cyber security in the absence of economic congderations is
incomplete.  Toward this end, we employ severd economic concepts in order to offer
indght to policymakers involved in this debate. In ding so, we hope to shed light on the
most effective means of securing the Internet.
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1. Introduction
Over the past decade, the growth of cyberspace has enabled individuds across the world
to become increasingly connected. Table 1, which shows Internet access for different

languages, highlights the extent of Internet expansion across borders and cultures.

Language | Internet Access| PercentageWorld 2004
(millions) Population Online (est. millions)

English 262.3 35.6 280
European 2574 34.9 328
L anguages
Asan 216.9 29.4 263
L anguages
Total Non- 474.3 64.4 680
English
Total World 679.7 940

Table 1: Global Internet Statistics by Language (2003)*

The devdopment and expanson of the Intenet has created innumerable new
opportunities for access to information, persond interaction and entrepreneurid
ventures®  Not only have the costs of communication falen considerably but aso,

perhaps even more importantly, the sphere of potentia trading partners has expanded

! Source: Global Reach (http://www.glreach.com/globstats/index.php3). Note that the “Total World” does
not equal the sum of “Total English” and “Total Non-English”. This discrepancy is due to an overlap
between English and non-English figures. Many users access the Internet in two languages twice. The
“Total World” row is lower than the sum to correct for this overlap. For more on the methodology see:
http://gl obal-reach.biz/globstats/refs.php3#overlap

2 Varian et a conclude that the world wide web contains atextual content equivalent to that contained in 10

to twenty million books (McMillan 2002; 156).
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dramaticdly creating immense new gains from exchange. Condgder, for ingance, the

increase in eCommerce over the last four years, asilludtrated in Table 2:

2000 2001 2002 2003 | Estimated
2004

Total $(B) | $657.0 | $1,233.6 | $2,231.2 | $3,979.7 | $6,789.8

Table 2: Worldwide eCommerce Growth®

This is a tenfold increase over a four-year period. The online banking industry aso
highlights the increesing reach of cyberspace. The number of individuds usng online
banking services has increased 80 percent, from 13 million to 23.2 million, in the period
from September 2001 to September 2003.* These rising trends illustrate the generd fact
that the lives of average citizens are becoming increasingly connected to cyberspace.
This interconnectedness goes beyond direct interaction with cyberspace and extends to
indirect interaction as well. Many of the services that the average individud reies on —
water, dectricity, mass transportation and other “critica infrastructure’” — are linked to
cyberspace dthough the end user may never redize it® From direct interactions on
persond computers and business networks to indirect interactions through critica
infrastructure, the exigence and devdopment of cyber security is of the utmost
importance for cyberspace to achieveits full potentid.

Cyber security involves freedom from the risk of danger when interacting in
cyberspace. As indicated, we consider participation in cyberspace to encompass a wide-

range of activities including both direct and indirect interactions. Security takes on many

3 Source: Global Reach (http://www.glreach.com/eng/ed/art/2004.ecommerce.phpd)

* Nashville Business Journal, September 22, 2003
(http://www.bizjournals.com/nashville/stories/2003/09/22/daily5.html )

® The Patriot Act defines critical infrastructure as: " Systems and assets, whether physical or virtual, so vital
to the United States that the incapacity or destruction of such systems and assets would have a debilitating
impact on security, national economic security, national public health or safety, or any combination of

those matters."
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different forms in cybergpace including encryption techniques, firewdls, virus-scanning
software, intruson detection systems and secure payment systems. In the absence of
security, the full potentid of information technologies cannot be redized because users
will be feaful of madicious activities (Cheswick and Bdlovin 1994). Fom smple
searches, downloads and communication on the Internet to more complex transactions,
individuas require security for ther hardware, software, persond information and online
exchanges. In addition to the range of activities that require security, there is aso a range
of Internet users demanding a secure environment.  These usars include private
individuas, businesses and government.

The increasng interconnectedness discussed above does come with the possibility
of ggnificant losses through cyber crime. For indance, in 2003, hacker-created computer
viruses done cost busnesses $55 hillion. This is nearly double the damage they inflicted
in 2002 (SecurityStats.com 2004). In a 2004 survey by the Computer Security Indtitute
(CSl), over hdf of respondents indicated some form of computer security breach over the
past twelve months and 100 percent of respondents indicated a website-related incident
over that same period (CSI 2004).

In the post-9/11 world, Internet security has become a magor policy issue,
specificdly in the context of national security. Condder for ingtance the following from
Tom Ridge, the former Director of Homeland Security:

“When people think of criticd infresructure, they have a tendency to think of

bricks and mortar...But given the interdependency of just about every physica

piece of criticd infrastructure, energy, tdecommunicetions, financid inditutions
and the like with the Internet and the cyber sde of their business, we need to be
focused on both and will be...We [the government] need to do a nationd
overview of our infrastructure, map vulnerabilities, then st priorities, and then

work with the private sector to reduce vulnerabilities based on our priorities’
(Quoted in Verton 2003: 235).
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One of our main ams in this paper is to provide a redidic understanding of how cyber
security fits in with nationd security. IS it our contention theat in the context of
cyberspace, individua security, as it relates to each and every user, and “nationd
Security” are inseparable. Just as security at the persond level involves the absence of
risk of danger, so too does nationd security. Indeed, neetly categorizing national security
as its own diginct category, separate from cyber security is a difficult task. This is
largely due to the fact that nationd security is directly dependent upon security at the
lowest levels of cyber usage.

We often think of national security as a single good provided by government,
nationad defense being one example. Cyber security, however, is didinctly different than
this because a the nationd leve it is amply the sum of digpersed decisons of individud
users and busnesses  Highlighting the role that individud users play, Verton writes,
“Millions of home computer users with high-speed Internet connections faill to secure
their connections, and become potentid ‘jumping off’ points for terrorists and malicious
hackers’ (2003: x). The very essence of the Internet is interconnectivity. What this
means is tha national security concerns are directly linked to the most basic security
issues that the average user faces.

In light of this, it is easy to see why cyber security is currently one of the main
policy topics of discusson. The development of cyber security and growth of cyberspace
in generd has taken place with little centra direction. According to its inventor, Tim
Berners-Lee, the Internet grew “by the grassroots effort of thousands”®  Currently, it is

edimated that eghty percent of wha is deemed “critical infrastructure’ is privaey

6 San Jose Mercury News, January 30, 2001, books section, p. 2.
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owned (Verton 2003: x). Potentid problems arise, it is argued, specificaly because of
the Internet’s decentralized nature. In short, no one usr will be looking out for the
nationd interes and hence nationa security. It is increasingly common nowadays to hear
that the absence of coordinated efforts to protect cyberspace means vulnerabilities will
pess. Given this the concluson often drawn is that the government mugt play an
active role in protecting cyberspace against cyber crime and cyber terrorism.” The exact
role that government isto teke is till being debated.

As the title of this paper suggests, we focus on answering the question, “Who's to
protect cyberspace?” Our core thesis is as follows Although economic issues are a the
center of cyber security, economic consderations have been largdy absent from the
policy debate. Economics can contribute to adjudicating between the various courses of
action in determining policy toward cyber security. Toward this end we employ severd
basic economic concepts in order to offer ingght to policymakers involved in this debate.
In doing so we hope to shed light on the most effective means of securing the Internet.

Those in the legd professon have focused on governance issues related to
cyberspace, which are closdy linked to the issue of security. For ingance, Johnson and
Post (1996a, 1996b) posiulate that since the Internet is not linked to any geographical
polity, governance will take place via privaidy provided rules that lead to the emergence
of common gtandards. Reidberg (1996) argues that the primary source of governance in
cyberspace is technology developers. It is his contention that the hardware and software
that alows users to operate in cyberspace imposes a set of default rules. Neither of these

works, though, incorporates explicit economic anadysis into their work. Our paper can be

" Pollit (1997) defines cyber-terrorism as: “ The premeditated, politically motivated attack against
information, computer systems, computer programs, and data which resultsin violence against
noncombatant targets by subnational groups or clandestine agents.”
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seen as contributing to this discusson on governance, its new contribution being a focus
on the economic aspects of cyber governance and security. There is dso a growing  body
of literature in the aea of the economics of information security (see for ingtance
Anderson 2001; Camp and Lewis 2004). While the indghts from this literaiure are
extremely rdevant to this debate, they have been largely neglected in both the private and
policy redms® Given this and in light of incressing cdlls for government involvement in
cyber security, it makes sense to highlight what economics can contribute.

This paper proceeds as follows. We firs apply the economic concepts of
margind cods, margina benefits and efficiency to the issue of Internet security.  Section
3 discusses and applies the concepts of externdities and market failure to cyberspace. In
light of this discussion, Section 4 highlights some ways that the market can overcome
problems semming from externdities. Section 5 consders the concept of government
falure and the implications for government regulation of cyberspace. Section 6 discusses
the policy implications semming from our andyss. Section 7 concludes by reterating

the main points of our anayss.

2. Marginal Costs, Marginal Benefitsand the Efficient L evel of Internet
Security

When conddering any potentid course of action, economists focus on weighing the
benefits of the action versus its costs. More specificaly, economists are concerned with

the costs and benefits of undertaking an additiona, or margind, unit of the activity in

8 See for instance, “ The New Economics of Information Security,” Information Week, March 29, 2004.
Available at: http://www.informati onweek.com/story/showA ticle.jhtml ?articlel D=18402633 (last accessed
7/12/04).
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quegtion. If there is a net gain, where the margind benefits outweigh the margind codts,
the activity should be undertaken, the result being an economic improvement. Likewise
if the margind cogts outweigh the margind benefits, the activity in question should not
be undertaken. Economidts refer to a Stuation as efficient if dl possble improvements
have been made such that no further improvements are possible.

The logic of efficiency has clear implications for cyber governance and security.
If asked, most people would say that the optima level of cyber breaches is zero® But
economics tdls us othewise. From an economic dandpoint, what we want is the
efficient level of cyber breaches. If the damage done by a breach is greater than the cost
of the cheapest means of preventing it, than the breach is inefficient and should be
diminated. Likewise, if the cost of the chegpest means of preventing the breach is
greater than the benefit gained, the breach is efficient. Ultimately, what this means is that
the efficient level of cyber breaches is not necessarily zero. For ingtance, if it costs $1
million to prevent a virus or cyber attack that only causes $500,000 worth of damage, the
prevention should not be undertaken. In this example, the costs of prevention outweigh
the benefits, and it is an efficient cyber breach.® We now have a genera economic rule
for conddering the efficient level of computer security. Security efforts should only be
undertaken if the margnd benefits outweigh the margind cods. In gened, the efficient
level of cyber breaches is where the margind cods of prevention exactly offset the

margina benefits of prevention.

% We use the term “breaches’ here in the broadest possible sense to include such things as hacking, viruses,
fraud, cyber terrorism, etc.

10 There have been several attempts at measuring the costs of cyber breaches. Seefor instance,
PricewaterhouseCoopers (2000).
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In many cases, security efforts will be undertaken to prevent potentia attacks,
which may or may not in fact occur. For example, many of the current efforts undertaken
by the government againt cyber terrorism are done to prevent a potentid attack from
occurring.  In such cases one can determine an expected probability that such an attack
will in fact occur and caculate the expected cost and expected benefit of undertaking the
Security measure to prevent that attack from occurring.

The immediate implication of applying the basc concepts of margind codts,
margind benefits and efficiency to cyber security is tha the end goa of policy is not
necessarily to reduce the level of cyber breaches to zero. Instead we should am for a
policy mix that yidds the efficient levdl of breaches  Ultimatdy, what we want to
achieve is a policy that sets the punishment for a breach equd to the cost of damage. If
this can be achieved, only efficient breaches will be undertaken. In other words, those
engaged in breaches will only commit breaches when the benefit they recelve is greater
than the cogt (i.e, damage). Ancther implicaion is tha congdering only the aggregeae
number of breaches as a metric of the genera cyber environment is not informative from
an economic sandpoint. The number of breaches tells us nothing about the cost they
impose or the benefit of preventing them.*

The man difficulty with the cod-benefit gpproach is obtaning the reevant
information to determine actuad cods and benefits.  This becomes even more difficult
when atempting to perform this andys's on breaches that may or may not occur because

this involves some degree of speculation, not only regarding the probability of a breach,

M For instance, part of the hacker subculture consists of hackers who breach a system and without doing
any damage report the security holes to the system administrator. In thissense, they actually provide a
benefit in repairing security holes before malicious hackers can take advantage of them. This benefit is not
captured when one considers the total number of breaches and it is not clear that one would want to expend
resources in preventing these breaches.



Who'sto Protect Cyber space?

but dso the damage it will cause® As we will discuss below, the market is one means of
generdting the knowledge required for cyber security invesments.  Despite these
difficulties, we now have a framework in place to judge the efficiency of security
efforts’®  One thing that is dlear is that ignoring costs and benefits leads to an incomplete

andysis and can potentialy lead to wasted resources.

3. The Theory of Externalitiesand Market Failure

The notion of externdities is dso extremey relevant to the discusson of cyber security.
Economidts define an externdity as a net cost or benefit that an activity imposes on those
outgde (i.e, externd to) the activity. The problem sgemming from externdities is that an
individua only congders the costs and benefits directly relevant to him. In other words,
an individud’s decison excludes the cods and bendfits that the activity imposes on
others.

Externdities can be ether podtive or negaive depending on whether they yidd
an extena benefit or cost. A common example of a podtive externdity is a scentific
research breskthrough. In this case, the good produces a pogtive externdity that has
large spillover benefits to those outsde the individuds actualy engaged in the scientific
rescarch.  In the case of pogtive externdities, the primary actor does not interndize al
benefits of his action. Theoreticdly, podtive externdities will be undersupplied on the
market due to the free-rider problem semming from nonexcludability and pricing issues

related to non-rivdry. One common example of a negdive externdity is pollution from a

12 The efficient level of security has been debated by among others Anderson (2002) and Schneier (2002).
13 |t should be noted that there is software, for example CORA, which allows firms to calculate the return
on asecurity investment. The software analyzes the costs of security breachesin terms of recovery time
and weighs those costs against the benefits of investing in the prevention activity.

10
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factory. In such cases, the primary actor does not interndize al cods of his action.
Theoreticdly, negative externdities will be oversupplied because the producer will
internadize dl benefits of the activity but not dl of the codts.

Extendities are sad to lead to maket falure because the market fals to
efficiently digribute costs and benefits such that they are fully interndized. In other
words, the market, left to its own devices, will fal to provide the incentives to produce
the socidly optima level of goods with postive or negaive externdities. The standard
concluson is that government must ether be involved in producing the good or service,
or must regulate the activity in question in order to dign costs and benefits and to ensure
extandities are interndized. In the case of negdive externdities, government usudly
pendizes the behavior, while in the case of pogdtive externdities it usudly encourages the
behavior through subsidies or other incentives.

Given the above rendering of externdities, we can now place cyber security
within this context. Firdt, it must be noted that the Internet produces what economists
refer to as a network externdity in that the value of each connection increases as the total
number of connections increases.  For ingance, while one Internet connection may alow
the user to search for specific information, the value of the connection increases as others
begin to use the Internet as well. With more connections, there are more users to interact
with, whether the purposes are commerce, information or entertainment.

Given the interconnectedness of cybergpace, the actions taken by users will soill
over and affect other users. These spillovers can be either positive or negative depending
on how we look a the issue. The falure to undertake security measures can potentialy

have large negative effects on other users. If two users are connected and one fals to

11
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secure ther system, he is putting the other user at risk as well. Likewise, security efforts
undertaken by some users will provide a postive spillover to other users. To understand
why, condder an andogy with vaccines The prevention of communicable disease yidds
enormous spillover benefits to dl members of a society. In other words, each member of
a community benefits (i.e, recelves a large pogtive benefit) if the other members of the
community are vaccinated againg a disease because they do not have to be concerned
that they will caich the dissase. A potentid problem arises though because there is an
incentive to free ride. If each individud bdlieves that dl others will be vaccinated, there
is no reason for them to be vaccinated as well. The case with cyber security can be seen
in a gmilar light. If everyone esg's computer is vaccinated againgt viruses and protected
againg breaches, other members of the cyber community benefit as well and don't need
to take deps to protect their sysem. For ingtance, those interacting with the uninfected
user who regularly scans his computer do not have to be concerned with recelving a virus
infection from that user.

As such, when individud users or businesses take deps to make ther own
computer or business more secure, they make the generd cyber environment more secure
as wdl, thus benefiting dl users.  Given this, economic theory predicts that individua
decison cdculus will yied too little security. The individud undertaking the security
precautions does not internadize dl the benefits, and will seek to free-ride off of the
efforts taken by others.  Similarly, when usars fail to undertake security measures, they
only incur part of the cost of their actions. Therefore theory predicts that security will be
undersupplied on the market and vulnerability, or a lack of security, will be oversupplied

on the market.

12
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Although not usng the exact terminology specified above, policymakers often
view cyber security within this framework. To illudrate this consder the following
quote from former Governor James Gilmore who led the Advisory Panel to Assess
Domedtic Response Capabiilities for Terrorism Involving Weapons of Mass Destruction:
“So far, pure public/private partnerships and market forces are not acting...to protect the
cybercommunity. Relying on the private sector’s willingness to do the right thing when
it comes to security is Smply not an answer”  (Quoted in Verton 2003: 26). In economic
terms, Gilmore is indicating that a market falure exigs due to a lack of incentive on the
unhampered market to “do the right thing” and provide the optimd level of cyber
Security.  Indeed, the notion of externdities and market falure underlies al dams that
the market will underproduce cyber security and that the government must intervene and
regulate to makeup for the shortfal. Consider the following from Richard Clarke, the
former cyber security czar:

| went around saying that regulation was a bad thing because the government was

gupid and would do it badly...But the thing about regulation is that there was

adways a footnote -- like, unless there's market falure, we don't want regulation.

If the market doesn't cause voluntary processes [to change], then government gets

involved.**

The immediate concern that results from issues of externdities and market falure are
how these problem can best be remedied. There are a least two possibilities for dedling
with the problem. One involves conddering possble ways for the market to privately

solve externdity problems. The second is for government to intervene via regulation. In

the next two sections, we treat each of these potential solutionsin turn.

14 Source of quote: “RSA: Can regulation cure security'sills?’, available at:
http://searchsecurity.techtarget.com/original Content/0,289142,sid14_gci953148,00.html (last accessed
6/7/04).

13



Who'sto Protect Cyber space?

4. Private Solutions to Externalities

Given that cyber security messures have large podtive spillovers, economic theory
predicts that these measures will be undersupplied on the market. The question then
becomes whether economic theory’s predictions are correct or if there are means through
which the market can interndize the rdaed externdities. Typicdly, there are severd
avenues through which goods possessing strong externdities can be privately supplied.

The key redization is that not al benefits have to be interndized for a good with
externdities to be produced a the optima level. Indeed, nearly every activity has some
related externdity. The good can be privately produced provided that there are solutions
that alow enough of the benefits to be fenced off and internalized by the producer.
Smilarly, the presence of spillovers is itsdf not enough to prevent some producers from
providing a needed good. Some producers may be motivated by good-will or act for
other reasons unconnected to monetary rewards and therefore are willing to incur the cost
of providing say, a public good, even though they gain little (or even lose) from a profit
and loss perspective. In the following subsections we congder these two avenues through
which goods possessng podtive externdities are privatey supplied in the context of

cyber security.

4.1 Private Provision via Voluntary Donation

Voluntary donations are one method of funding goods with large postive externdities.

Donations of money and artwork to museums, contributions to ligener and viewer-

14
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supported radio and televison gations, and donations to hedlth research dl serve as some
readily gpparent examples. While economic theory would predict free-riding in such
gtuations, we observe many individuas making such donations nonetheless,

There are severd indances of the private provison of cyber security by the
voluntary donation of time and/or money, completdy separate from any government
organizations encouraging this behavior. One example of this is CyberAngds an
organization that was founded in 1995 by Curtis Siwa, head of the Guardian Angels.
CyberAngles is a completdy voluntary program whose gods incude (1) preventing
online crimes through education, (2) assding victims who have suffered from Internet
crimes and (3) monitoring legd issues as they rdate to the Internet across borders™ In
line with these gods, the activities of the CyberAngds include searching for online fraud
and scams, finding and reporting dtes tha use children in sexudly provoceive ways,
monitoring children in child chat rooms, offering online classes and assging victims of
online harassment, stalking, fraud and hacking.'® CyberAngels is funded through private
donations from various donors ranging from individuas to corporations.

Microsoft's bounty program provides another illustration of the private provison
of cyber security through private donations. In November of 2003, Microsoft announced
that it was creating an anti-virus reward program backed by $5 million of its own cash.
Under the program, a reward will be offered for information that leads to the arrest of the

writers of computer viruses. The fird two bounties announced were two $250,000

rewards for information leading to the arrest of the writers of Blaster worm and SoBig.F

15 For more on the mission statement of the CyberAngels, see:

http://www.cyberangel s.org/mission/index.html

' The main website of the CyberAngels program (http://www.cyberangels.org/index.html) is available in
four languages.

15
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email viruses. Even more recently, Microsoft offered a $250,000 bounty on the creator
of the MyDoom.B virus*’

The cases of CyberAngels and Microsoft's anti-virus reward program illugtrate
that while the free-rider incentive may indeed be present, it is not necessaily the
drongest incentive.  Other incentives such as good will, a feding of civic duty or pride,
or some notion of farness or mordity may be present as well. The key indght is tha
while it is appropriate for economic theory to assume a drict sdf-interestedness among
the agents that populate its models, it is ingppropriate to maintain that goods with large
postive spillovers will not be supplied privatedly in the red world based on this
assumption.  While theory requires the smplification that reducing motivetion to a sngle
dement entails, we mugt keep in mind that the world in which we find oursdves is
consderably more complex and involves innumerable motivations that may completdy
outweigh the countervailing motivation of sdf-interest.!® Clearly these donations are not,
a ther current levels, enough to protect cyberspace in its entirety. The man point
though is that, contrary to theory, they do in fact exist. As the Internet continues to grow,
there is no reason to expect that these types of voluntary donations will not increese as

wadl.

7 For details on this program see: http://www.microsoft.com/presspass/press/2003/nov03/11-
05AnNtiVirusRewardsPR.asp

18 Also of noteisthe market for “ethcial hackers’ which are hired by companies to hack into their systems
before “unethical hackers’ can. Gartner Inc., amarket research firmin Stamford, Connecticut, estimates
thisto be a$1.8 billion industry for the year 2002 with expected growth of 28% for the next three years.
Some ethical hackers focus on one specific operating system such as eEye Digital Security
(http://www.eeye.com/html/) that specializes in Microsoft Windows. In addition to assisting their clients,
eEye voluntarily reports any holesin Windowsto Microsoft, although they have no formal relationship,
and doesn’t publicly release the information on the security flaw until Microsoft develops a patch. See,
Nick Wingfield, "It Takes aHacker," The Wall Street Journal, March 11, 2002 and Brad Stone, “An eEye
on Microsoft,” Newsweek, March 22, 2004.

16
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Yet another example of the private provison of cyber security through voluntary
donation is open source code. Open source code has a long history in the development of
the Internet. In its early dtages, the Internet was a ssimple protocol for exchanging data
The early versons of this protocol included the file trandfer protocol (FTP) and the
electronic message protocol (SMTP). The subsequent development of the *Gopher”
protocol dlowed for directories to be depicted graphically. The hypertext transfer
protocol (HTTP) and the hypertext markup language (HTML) were created in 1991 and
are the foundation of the Internet as we know it today. These protocols were avallable to
al users (i.e, open) and were used to develop many additiond gpplications. Much of the
subsequent software and applications developed were “open” — i.e, the source code and
object code were available to al other users!® The rapid growth of the Internet has been
attributed to this early openness of code (Lessg 1999: 103). Users could view the code
of others and ether improve or build upon it. In this regard, open source code can be
sen a a good with sgnificant postive externdities that is privaidy provided ?°
Individua users “donate’ or dlow for the code they developed privately to be open for
al Internet users to view, copy and improve upon. Today, a mixture of open and closed
code exigs on the Internet. Nonetheless, open source code ill plays a critica role in

cyberspace and in Internet security.?

19 Source code is the code that computer programmers write in. Object code is machine-readable (L essig
1999: 103).

20 | ndeed, open source software would be an example of what economists call a pure public good. Once
made public, it both non-excludable — all users can access it — and non-rivalrous — one users consumption
of the code does not reduce the amount available for others. The notion of public goods and externalities
are closely related. A public good possesses large positive externalities and a public bad large negative
externalities. For more on open source code as the private provision of a public good, see James Besson,
“Open Source Software: Free Provision of Complex Public Goods” available at:
http://www.researchoninnovation.org/opensrc.pdf (last accessed 7/7/04).

21 To support this claim, consider that the Apache system, the number-one server on the Internet, is open
code as is SENDMAIL, one of the most widely used programs for forwarding email (Lessig 1999: 104).

17
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Open source code relates to the issue of cyber security on two fronts. On the one
hand, there are specific security programs based on open source code that are publicly
avalable for downloading by dl users. To a greater extent though, security is an issue
with al open source code programs.  With open source programs, the underlying code is
avalable to dl — both benevolent users as wdl as criminds.  As a result, questions of
security arise for open source programs given thet al users have access to the code.

There is much debate regarding the viability of open source code from a security
dandpoint.  Critics argue that open source code provides potentiad criminas with the
blueprints of the security system. Advocates counter that the condtant peer review
actually makes programs based on open source code more dable and reliable as
compared to commercial code.  For ingtance, Vincent Rijmen, an awad winning
developer, believes that the open nature of Linux is preferable from a security standpoint,
“not only because more people can look at it, but, more importantly, because the mode
forces people to write more clear code, and to adhere to standards. This in turn facilitates

security review.”%?

In any case, clearly dl users of open source code receive a large
postive spillover.  Spedificdly, they gan a large bendfit from the initid availability of
the code as wdll as from improvements made to open source code by other programmers.
Another response to critics of open source security code is that those seeking
security can teke existing open source security code and make minor adjustments that

customize the program specificaly for the user. These adjustments can be open or closed

code but the foundetion is available through the initid open source code that existed from

During the first three years of Apache system’s existence, 388 developers contributed 6,092 enhancements
and corrected 695 bugs (Mockus et al. 2000). This rate clearly exceeds that of commercially provided
software which relies on closed code (Mockus et al 2000, Table 1).

22 | nterview with Vincent Rijman, available at: http://www.linuxsecurity.com/feature_stories/interview-aes-
3.html.
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the work of others®® Severa companies now offer security packages based on open

source code including Guardent (http://www.quardent.conv), Covaent

(http://www.covalent.net) and Astaro Corporation (www.astaro.com), to name a few.?

In addition to the benefits discussed above, security based on open source code has the
additional benefit of being lower cogt, as the user does not have to pay licensing fees.

Open source software is clearly an example of a good with sgnificant spillover
effects that is nonethdess privately provided. Once it is written and the contribution is
made available or “donated’ to the cyber community, al users are able to access it and
benefit.  Although standard economic theory predicts that such goods will fal to be
produced on the unhampered market, we observe the opposte. There are severd
potential incentives that lead to the provison of open source code. One is that those who
make their code public benefit from others who improve on their initid code. There is
ds the potentid for fame within the progranming sub-culture®  While anyone can
contribute by posting code, the reputation or fame mechanism serves as a sorting device
for other users. Fame provides enough of a benefit for these programmers to provide
code to the rest of the cyber community. Open source code has dlowed for the continud
innovation and development of new applications and programs.  While there are both
potentid costs and benefits to usng open source codg, it is a clear example of a private

solution to the production of a good with significant spillover effects.

23 A survey by Franke and von Hippel found that over 19% of the firms who used the Apache system had
modified the code while another 33% customized the system by adding on security modules obtained from
third parties (2002). Indeed, it is because of the open source code that add-on modules have been
developed. Asof January 2004, there were over 300 modules developed. See http://modul es.apache.org/.

24 The U.S. Navy also uses an open source security program, SHADOW. See
http://www.techweb.com/wire/story/TWB19981008S0010.

% Ontheissue of fame, see the Economist article, “An Open and Shut Case,” May 10, 2001.
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4.2 The Private Provision of Internet Security via By-Product
The free-rider problem can dso be overcome if it is possble to tie a by-product to the
externdity. Teevidon commercids ae one example of this mechanism. Financing for
commercid televison comes mostly from private sponsors who pay for advertisng to be
ared during televison programming. The by-product of the extendity — here the
televison program — is the captive viewing audience. We see many anadogous examples
in cyberspace.

Many Internet agpplications offer security feetures free of charge, but tie in other
features dlowing providers to earn a profit. For indance, most free email applications
(eg., Hotmal, Yahoo mal, ec) contan virus scan features that check
incoming/outgoing emails and attachments for viruses. In order to bendfit from these
security features, users must register with the provider. The providers make profits
through advertisrs who target the usars of the application. For ingance, Hotmall
members receive emails from sdlers in ther inbox. Yahoo offers a pop-up blocker free
of charge, but the user must have an account and a companion bar is placed at the top of
the Internet browser, providing links to other Y ahoo services connected to advertisers.

In order to increase the number of users and garner profits from advertisers, these
providers must make ther products atractive. Because pat of the attractiveness is
security, producers offer this festure.  Once again, security increases the vaue of
cyberspace for dl users. In this context, cyber security is privately provided because the
captive audience has a vaue that advertisers are willing to pay for. As with advertisers

on televison, advertisers on the Internet are willing to pay to reach as many people as

possible.
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In a sgmilar vein, some providers of security software offer one verson of ther
goplication free of charge, but charge the user for an upgrade. They provide a basc leve
of security with no charge but include in the package advertisements for the premium
versons of their software. A good example of this is Ad-Aware which is developed and
distributed by Lavasoft.?®

The Ad-Aware software erases spyware from a user’s computer. Spyware is
programming that is tied into downloads — often the user is unaware that it is associated
with the download. Once downloaded, spyware uses the available Internet connection to
send information from the user’'s computer to the spyware company. One form of
spyware - commercid spyware - tracks the webstes vigted by the user. Commercid
soyware is often associated with adware, which uses the information to send pop-up
advertisements that fit with the information related to the user. A second and more
dangerous form of spyware - domestic spyware - tracks and captures the activities of the
user via their keystrokes. This form is andogous to a wiretgp and sengitive information
such as passwords and private emal and instant messenger conversations are a risk
(Mitnick and Smon 2002: 203-8). Ad-Awae scans the user’s computer memory,
regisry and hard drives for commercid spyware components and dlows for their safe
removal.

While the basic version is free of charge, Lavasoft offers two other versons — Ad-
Awae Plus and Ad-Awae Professond for a charge. These versons contan more
features than the basic verson. In this context, the pogdtive externdity is the free security
software and the by-product is the captive audience that downloads the free verson. The

captive audience is enough in terms of potentid profitability for Lavasoft to provide the

26 For more on Lavasoft see: http://www.lavasoft.de/default.shtml.en.
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basc verson free of charge. There are other examples as well. For instance the basic
verson of ZoneAlam, a firewal software product, is free of charge to any user. Similar
to Ad-Aware, ZoneAlarm charges cusomers for more advanced versions of its software.

Internet  security provided by mogt firms dso fals into this category. Most
businesses that utilize cyberspace invest resources in cyber security. It is in ther interest
to do so for severd reasons. For one, as noted in the Introduction, breaches are costly. In
economic terms firms should be willing to invest in cyber security up to the point where
the costs are equd to the benefits. Moreover, consumers demand that their information
and transactions be protected. In order to attract customers, online businesses must offer
certain security measures.  In the absence of minima levels of security, we would expect
the cusomer base of online firms to decrease dgnificantly. The by-product of the
externdity — here cyber security, are the cusomers that are willing to offer the firm
busness. The key point is that these customers are willing to do so only if a secure
environment is provided. The secure environment has dgnificant spillover effects to
parties outsde the immediate transaction. Despite the fact that firms do not capture dl of
the benefits, they offer security because they secure enough monetary benefits through
ther direct interaction with customers providing them with business.

Condder for ingance the case of formd online payment mechanisms such as
PayPd and BidPay. These sarvices dlow buyers to make secure payments, via credit
card or through their bank account, to sdlers. Given that they are deding with sengtive
information regarding their customers, security is of the utmogst importance.  Given this,

PayPad and BidPay make use of encryption technology to protect the information of their
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customers — both buyers and sdlers?’  The services offered by these middlemen who
provide payment mechanisms do provide Sgnificant podtive externdities. As discussed
exlier, the Internet is a network externdity which increases in vaue the more others are
connected and able to participate online. By providing the potentid for secure
transactions, these services increase the vaue of the Internet to other users by lowering
transaction costs®®  They provide security despite the fact that there are positive
spillovers that they do not capture because it is the only way to maintain and increase
their customer base and profitability.

Understanding that private busnesses have an incentive to invest in Internet
security is critical because the grestest fear for government agencies is that terrorists will
breach the networks of critica industries and have sgnificant negetive spillovers on the
economy as a whole.  Given this the key issue is whether these businesses will under-
inves in security given that they don't intendize all of the benefits. Granted, they
produce some cyber security as the numerous examples above illudrae.  But the
argument is that because of the externdity, they will fal to produce the optima amount.
To remedy the problem, government often intervenes to ether produce the good
dtogether or regulate the private production of the good attempting to overcome the
market falure. We now turn to a discusson of the potentid limitations of government’s

ability to effectively do this.

27 Additionally, many of these payment applications offer insurance protection aswell. For instance,
PayPal has a*“ Seller Protection Policy,” which protects sellers against fraudulent buyers, aswell asa
“Buyer Protection Program,” which provides $500 of insurance coverage against fraud at no additional cost
to the buyer.

28|t js estimated that PayPal has 14 million subscribers. Source:

http://www.wilsonweb.com/wct5/paypal _assess.htm
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5. The Theory of Government Failure

As discussed in Section 3, the theoretical rendering of externdities concludes that the
privady optimd levd will fal short of the soddly optima levd. Government is often
cdled upon to make up the shortfdl through intervention and regulation.  Policymakers
cdling for government to actively play a role in the provison of cyber security illustrates
this Fundamentdly, their clams are grounded in the beief that the market will ether
dtogether fal to supply Internet security or, where it does, will undersupply security. In
many cases, theoreticd academic research dso concludes that the market  will
undersupply key eements of cyber security. For instance, the research of Gordon et d.
(2003) concludes that security information sharing between firms will be sub-optimd due
to the free-rider problem. One posshility, they conclude, is for government to subsidize
the shaing of informaion between firms (2003: 479-80). However, just as economic
theory suggedts that there is the potentia for market failures, it dso indicates that there is
a potential for government falures as wel. Just as it is important to understand why the
market may only imperfectly provide cyber security, it is equdly important to gppreciate
why the government may fal to supply the efficient level. Therefore, consdering the
potential  benefits of government involvement dong with the reaed limitations and costs
is of the utmost importance for an accurate anayss.

One potential option is for government to produce the good, ether in conjunction
with the market or indead of the market. The difficulty with this option gems from the
issue of cdculation. It must be redized that goods with sgnificant externdities, just like
al other goods, are not produced in one lump, but rather in margind units.  In the market,

the profit and loss mechanism sarves as the guide for determining the optima number of
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units to produce. Admittedly, it is true that where externdities exig, the profit and loss
mechanism may not produce the same levd as compared to a dtudion where
externdities are fully interndized.

With government, however, the profit and loss mechaniam is not just imperfect in
the face of externdities—it is necessarily completdy absent. This means that the dae
will never have any way of effectivdy determining the optima supply of the good in
question. In short, there is no way for any externd party to caculate the optimad socid
stock of cyber security and, hence, to clam that it is over or undersupplied. To do s
would require complete and perfect knowledge that one cannot possibly possess. It may
be true that private businesses have difficulties cdculating the exact return on invesment
(ROI) for security-rddlated expenditures, but this will be even more difficult for
government agents acting outsde the profit and loss mechanism.  Given this redization,
while it is indeed possble thet the government may provide more cyber security as
compared to the private market, there is no reason to believe that it will provide the
socidly optima amount.  From an efficiency standpoint, it is not Smply a question of the
total dollar vaue of resources invested, but rather the alocation of those resources to
their most highly vaued uses Cdculaing the optimd levd of goods is far smpler usng
atheoretical modd with amplified assumptionsthan it isin redity.

Yet another option is that government can choose to regulate the market
production of the good in the hopes of interndizing the externdities. In the case of cyber
security, this may involve regulating the specifications of hardware and software in order

to interndize the externalities in the hopes of digning costs and bendfits and achieving
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the socidly optima outcome.  The man problem with this solution is the difficulty in
gathering the relevant information necessary to effectively regulate.

For ingtance, the regulators must know and be able to assign the damage done by
insecurities  in cyberspace. Given the interconnectedness of cyberspace, these
vulnerabilities may be difficult to track and assign to a specific user.  Given tha the
regulator ams to dign costs and bendfits, in addition to knowing the damage done by
vulnerabilities, he must dso possess the rdevant information regarding the cods of
remedying the dtuation. This information will be difficult to obtain. It is in the interest
of each usr with vulnerabilities to convince regulators that the damage they are causng
is lower than the chegpest means of correcting the problem. In other words, it is in ther
interest to convince regulators that the costs of prevention are greeter than the benefits.

Yet another issue deds with the policy flexibility of regulaors in the context of
cyberspace, and more specificaly with what legd scholar Michad Froomkin refers to as
“regulatory arbitrage” (1997). Because cyberspace connects users across nationa
boundaries, Froomkin argues it will become increasingly difficult for any one nation to
enforce its domedtic rules. In other words, users can engage in regulatory arbitrage and
evade domedtic laws by engaging with users outsde their nationd borders who are not
subject to the same laws.

Admittedly, government can teke seps to impede the use and effectiveness of
cyberspace.  For ingtance, China has attempted to set up an Internet censorship system
known as “The Grest Frewdl of China” While this effort has raised the cost of
engaging in cyberspace, usars have found ways around the barier largdy by using

savers outsde the firewdl. In sum, one potentid limitation on the government provison
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of cyber security deds with condraints on flexibility semming directly from the very
nature and magnitude of cyberspace.

As was illugrated by the quotes from policymakers in earlier sections of this
paper, one of the criticiams of the market provison of cyber security is that there is a lack
of incentive to consder the nationa interest. However, it is criticd to redize that there
are perverse incentives in the political redlm as well. As Ranum describes his research on
the topic of homeand security: “I came face to face with the redization that there are
ggantic bureaucracies that exig primarily for the sole purpose of prolonging ther
exigence, that the very dructure of bureaucracy rewards inefficiency and encourages
territoridism and turf war” (2004: xv). Indeed, as public choice theory informs us,
politicd agents face a set of incentives that are in many times misdigned with the
interests of the populace?® The implications are dlear: the presence of misdigned
incentives in the market does not give one license to jump to the concluson that
government intervention is preferable.  Indead, a complete consderation of potentiad
government intervention must involve a consderation of the incentives faced by politica
agents and the implications of those incentives for the provision of cyber security.

A find condraint on government regulation of cyber security is the potentia for
limited control of the response to policies by the private market. When considering a
potentid regulation, due to genuine structura ignorance, only some of the potentid ®sts,
benefits and impact on incentives can be known ex ante. Once a regulation is passed, it
cregtes a new sat of incentives for both politica and economic agents.  In many cases, the
outcomes that the new policy generates will not be aigned with the nitid am. This will

leave government officids in a Stuation where they can dther retract the originad policy

29 For more on the public choice research program, see Buchanan (2003).

27



Who'sto Protect Cyber space?

or pass additiona policies to attempt to solve the unintended outcomes. This limitation
may be potentidly magnified in the case of cyberspace for the reasons addressed above —

namely the continualy changing cyber environment.

6. Policy Implications. I nternalizing Exter nalities

We have discussed the potentia limitations in both the market and government spheres in
the context of cyber security. Fortunatdly, in addition to providing indght into the
limitetions of the market and government, economics adso provides specific guiddines
for policymakers. From an economic standpoint, the market provison of goods and
sarvices is preferable to government provison. This is due to the fact that the profit/loss
mechanism inherent in the market setting guides economic actors in dlocating resources
to their mogt highly vaued uses. In the context of cyber security this means that policies
should be aimed at taking advantage of the desirable consequences of the market. It is
only through the market process that the “right” amount of cyber security can be
produced. More specificdly, policy should be focused on interndizing the externdities
while maintaining the dlocative function of the profit/loss mechanism. Recently, severd
dternative courses of action have been discussed that potentialy serve to interndize
externdities. In theory, these potentia solutions alow the desrable aspects of the market
to function while overcoming the potentia pitfalls of direct government regulation.

One potentid solution is the assgnment of property rights. — Well-established
property rights result in markets incorporating the presence of externdities. Along these
lines, one solution that has been proposed by Camp and Wolfram (2000) is the

assignment of property rights to cyber wvulnerdbiliies.  This solution is sSmilar to

28



Who'sto Protect Cyber space?

proposds for tradable pollution permits.  Camp and Wolfram not only provide a
taxonomy of vulnerabilities but aso propose a means of assigning property rights. They
propose that each machine would receive a cetan number of vulnerability credits.
Processng power is suggested as a measure of how many machines, and therefore how
many credits, are to be received.

The authors suggest three potentiad governance mechanisms to oversee this
process. the federd government, the creation of a corporation smilar to The Internet
Corporation for the Assgnment of Names and Numbers (ICANN), or the licenang of
companies in the business of creating processing power who would oversee the cregtion
and digribution of credits  Users with vulnerabilities and no credits would have a
gpecific time period to fix the exposure and would additiondly have to make a payment
to the entity that discovered the vulnerability. As a result, one could envison
entrepreneurid  users who are in the busness of discovering vulnerabilities and profiting
from these payments By defining property rights, the full cost of these vulnerabilities
would fal on the owners of the insecure machines.

Given this proposd, one must recognize that there are some potentia information
problems on the part of regulators, as discussed in Section 5, regarding the specifics of
the peamits. For ingtance, regulators will not know the right amount of vulnerability
credits to assgn in order to get the optima level of vulnerability. Further, there is the
potentid for bureaucratic bariers to edablishing and maintaning the credit system,
epecidly if it is governed by a government agency. This may limit the effectiveness of
this remedy.
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Another potentid market solution is the continued growth of the adready exigting
cyber insurance market. In addition to traditiona insurance coverage, an increasng
number of insurance companies are offering coverage for cyber bresches®® These
insurance policies include coverage againd damage relaed to hack attacks, viruses,
network downtime, identity theft and the misuse of proprietary data and information.
Cyber insurance is potentialy beneficid on severd fronts.

For one, there is an internd pressure on companies to maintain a level of security
that minimizes ther premiums Insurance companies will devdop standards tha firms
are required to meet. Given that this is a rdativedy new market, there is no reason to
expect that it will not continue to grow as better actuarial data is collected and insurance
companies gain a better understanding of how IT systems operate.

There is currently debate about what role the government should take in the cyber
insurance market. Some argue tha the market should be left to its own devices with
market-determined premiums accuratdy reflecting the risks  Others argue that the
government should guarantee cyber insurance and/or put a cagp on the insurance
policies®!  Although we avoid engaging in an andyss of this issue, the economic
principles discussed in previous sections, specificdly issues of economic caculation, can
add much ingght into this debate regarding the ability of government to effectivey

regulate this market.

% The Insurance Information Institute estimates that cyber insurance could generate $2.5 billion in annual
premiums by 2005. Source: Samuel Greengard, “The Real Cost of Cybersecurity,” Business Finance,

April 2003, pp. 52-55. Available at:

http://www.busi nessfinancemag.com/magazine/archives/article.html ?articlel D=13957& pg=1 (last accessed
6/8/04)

31 The Terrorism Risk Insurance Act, signed in November of 2002, created a three-year federal program

that backs insurance companies in addition to guaranteeing that certain terrorist-related claimswill be paid.
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Closdy connected to the subject of cyber insurance, yet another potentiad means
of interndizing externdities is extending ligbility to software authors and/or system
operators. In the absence of being held ligble, it is argued that these parties have a wesk
incentive to provide security because they do not incur the full cods of their falure to do
0. Fisk (2002) concludes that it would be more effective to extend product liability to
system operators as compared to software developers. One reason for this conclusion is
that the existence and importance of open source software poses problems for making
deveopers lidble. Those that contribute open source software receive no income to offset
potentid liabilities. Purchasing cyber insurance would be one way of protecting against
ligbility, but would aso raise the cost of contributing open source code, so we would
expect a decrease in the amount of open source software produced.

Fisk concludes that holding syssem owners lidble is more reasonable and
advocates an insurance sysem where liaoility for cyber accidents is “expected and
accepted without stigma’ (2002: 4). Similar to the automobile industry, system operators
would be required to carry insurance against unexpected events. Fisk contends that the
insurance industry would have amilar beneficid effects on cyber security to those
discussed above. He dso envisons the creation of an Underwriters Laboratory that
would certify software as secure and creste an environment that encouraged effective
cyber security.

We have not provided an exhaudtive ligt of al possible courses of action. Instead,
our am here has been to highlight severd potentia courses of action for policymakers to
congder. It is not our god to endorse any one of these dternatives as being better than

the others.  Ingtead, our purpose is to emphasize that whatever course of action
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policymakers choose, their focus should be on ensuring that the desirable aspects of the

market are able to function effectively.

7. Conclusion
Without a doubt, the issue of cyber security will remain an important policy issue in the
future. We have offered some indght into this issue from an economic perspective. In
addition to the policy implications discussed above, we can put forth severa generd
guiding principles.

1. Economics is a critical agpect of cyber security — Our main argument is that

economics has been neglected in the policy debate regarding the most effective
means of securing cyberspace. The basic concepts discussed in this paper can
offer key ingghts into the best course of action. Admittedly, obtaining the
necessary information to utilize these concepts will not dways be essy.
Nonethdess it is clear tha neglecting the economic aspects of the issue will lead
to incomplete and incorrect anayses.

2. Nationd cyber security must be “demydified” — A key aspect of the cyber

Security issue is undersanding the interconnectedness of the cyber environment.
Given the interconnected nature of cyber space, the term “national security,” in
the context of cyber space, is smply the aggregate of individud Internet users
whether for persond or busness use. One must be careful not to think of
“nationd  security” as something that would fall to exisg in the absence of
government. As Schneier points out, we need to “demystify” Internet security

(2003: 271). Security is dl around us in our daly lives in a multitude of ways and
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individuds take seps to secure their property, information and transactions.

Cyber spaceis no different

. Cyber security policy should rely on the market to the greastest extent posshble —

Economic andyds provides key indghts into limitations in both the market ad
government settings.  Given that the market provison of goods and services is
preferable to government provison, from an economic standpoint, policy should
am to intendize extendities while mantaning the effectiveness of the

profit/loss mechanism in efficiently dlocating resources
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